Cyberlaw and Computer Technology:
A Primer on the Law of
Intellectual Property
Protection

by David R. Ellis

he Internet! Computer networks and online sys-

tems! Today, we find a dizzying array of new tech-

nologies that are accessible to anyone with a com-

puter, a modem, and a telephone line. As more
and more Americans are plugging into the infrastructure
of the “new information age,” they encounter a variety of
issues in “cyberspace” that have an impact on society, cul-
ture, and our legal system.

The law is developing at a rapid rate to embrace many
traditional areas of law and apply these legal concepts to
computers and cyberspace. These areas include issues of
privacy, defamation and obscenity, intellectual property
law, and crime. Many of these issues are being considered
by Congress, state legislatures, government commissions,
and private groups. For the first time, computer law cases
are coming before the courts and decisions are being ren-
dered by judges and juries.

One of the significant concerns about the online world
is the threat of invasion of privacy through unauthorized
access to data on individuals that are available on the
nets. As early as the 1960s, Congress considered propos-
als for a national data bank that would have coordinated
all kinds of information about individuals and businesses
that had been gathered by the federal government. The
outery at the time was so great that the proposal was
shelved. Since then, Congress has passed the Electronic
Communications PrivacyAct, 18 U.S.C. §§2701 et seq., and
other laws to address threats to individual privacy.

Other issues of interest include the potential liability
of operators of electronic bulletin boards and web sites for
messages and material placed on their bulletin boards that
are defamatory or obscene, or that infringe upon copyrights
or trademarks. Cases involving Prodigy and Playboy have
tested some of these issues and have produced precedents
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What are some of the legal issues in the online world?"

in the courts. There are also trademark issues such as
who owns rights in Internet domain names.!

In addition, a host of potential criminal issues surround
the use of computers, the Internet, and other online tech-
nologies. These issues include attempts to obtain unau-
thorized-gccess to computers, networks, and data, denial
of access to authorized users, stealing passwords, tam-
pering with data, introducing worms and viruses into net-
works, and running criminal enterprises such as drug
dealing, money laundering, and pornography. Federal,
state, and local governments have passed a variety of laws
over the years to govern electronic and computer crime,
but these laws have to be constantly reviewed and up-
dated to keep up with current technology. Florida’s com-
puter crime statute, F.S. Ch. 815, for example, was en-
acted in 1978, and has not been amended significantly
since. In addition, law enforcement officials are often far
behind the technology and need to be updated frequently
to the current state of the art in order to understand the
technology and prosecute those who misuse it.

One of the most important areas of concern is the pro-
tection of intellectual property. In 1995, the Working Group
on Intellectual Property Rights of the Task Force Infor-
mation Infrastructure, a federally supported commission,
published a report addressing these issues. Entitled “In-
tellectual Property and the National Information Infra-
structure,™ the report discussed copyrights, patents, trade-
marks, and trade secrets, technology issues such as user
access and security, and made recommendations for fu-
ture legislation and regulation.? A bill based on the report
was introduced in Congress but was not passed after hear-
ings disclosed serious disagreements between users and
providers over the direction national policy should take.*

Conflict over the scope of protection for intellectual prop-
erty has long existed in literary, artistic, and entertain-
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ment fields, and is now being ex-
tended to the new technologies. Cre-
ators of intellectual property seek the
broadest possible protection for their
endeavors in order to exploit their
creations and secure economic re-
turns on their intellectual invest-
ments. Users, on the other hand, seek
narrow protection so that they can
have the freedom to use others’ cre-
ations with few restrictions. This natu-
ral tension informs the debate over the
scope of protection of computer tech-
nology and cyberspace, the legal rules
of which are gov-

Thus, the author of a copyrighted
computer program has the right to
restrict all persons from copying the
program without consent and to
bring suit against violators who in-
fringe the copyright. There are three
exceptions for computer software and
these can be invoked by the user only
in limited circumstances.

The first exception is essentially a
technical point: It is not considered
an infringement if a copy of the pro-
gram is created as an essential step

in the utilization of the program by -

erned primarily by
the law of copy-
rights, trade se-
crets, trademarks,
and patents.

Copyrights
Perhaps the most
important method
of protecting com-
puter technology is
through the law of
copyrights, a statu-
tory scheme of pro-
tection dating back
almost 200 years in
this country to the
Constitution. Al-
though Franklin,
Madison, and Ham-
ilton did not have
personal computers
at their disposal,
they established a
concept of protec-
tion for authors and
inventors by grant-
ing them exclusive
rights in their writ-

ings and discoveries

for limited periods of time.* Congress
enacted the present Copyright Act in
1976, 17 U.S.C. §§101 et seq., and
clearly extended protection to com-
puter programs in 1980.° Under the
law the author of a copyrighted com-
puter program has the exclusive
right to reproduce and distribute the
program and any derivative versions,
and to authorize others to do so dur-
ing the term of the copyright (lifetime
plus 50 years for individuals, 75
years for corporations and other
works for hire).’

the computer. This means that if, as
the program runs, a duplicate is nec-
essarily created or transformed “in-
side” the computer, there is no in-
fringement of the author’s copyright.

The second exception is more prac-
tical. A user may make a copy of the
program for archival (backup) pur-
poses; however, the copy must be de-
stroyed in the event the user sells or
otherwise ceases to have a lawful
right to possess it.?

The third exception is called the
doctrine of “fair use.” Under certain

conditions, a user may have a lim-
ited right to duplicate all or part of a
copyrighted work for purposes such
as criticism, comment, news report-
ing, teaching, scholarship, or re-
search.’® In determining whether a
particular use is a “fair use,” a num-
ber of factors are considered, includ-
ing the purpose of the use (whether
it is for commercial or nonprofit edu-
cational purposes); the nature of the
program; the amount of the program
that is used and how substantial that

.. portion is in relation to the entire

program; and

the effect of the
use upon the po-
tential market
or value of the
program.
Before a
copyright can be
enforced ine
court, the owner
must register
the copyrighted
program with
the U.S. Copy-
right Office in
Washington,
. D.C.*2 The origi-
_nal and all cop-
“jes of a computer
program should
be marked with
a copyright no-
tice—either the
word “Copy-
right,” the ab-
breviation
“Copr.,” or the
symbol ©; the
date and the
author’s name,
eg. © 1997 Ima
Programmer.'* The copyright notice
should appear on all documentation,
and at the beginning of all printouts
and screens generated from the pro-
gram. It should also be included on
other media such as CD-ROMs and
[nternet web page displays.'¢
The copyright may be registered by
completing an application and depos-

_iting a printout of the program or web

pages with the Copyright Office.* If a
computer program is more than 50
pages, only the first 25 and last 25
pages are required. For programs that
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contain trade secrets, the author may
omit a portion of the code in accordance
with Copyright Office regulations.®
Registration gives the copyright
owner the right to sue in federal court
to stop infringers.!” In a case of copy-
right infringement, the court can is-
sue an injunction prohibiting further
infringement, order the seizure and
destruction of infringing items and
the means to make them, and award
damages to the copyright owner
based on the author’s lost profits or
the infringer’s ill-gotten gains.!® If
registration has been made prior to
the infringement (or within three
months after first publication of the
work), the owner may ask the court
to award statutory damages ranging
from $500 to $20,000 for each work
infringed, plus attorneys’ fees.’ In
the event of willful infringement,
statutory damages can rise to
$100,000 for each work infringed,
and under some circumstances,
criminal penalties can be imposed.?

Trade Secrets

A second method of protecting com-
puter technology is through the law
of trade secrets. “Trade secret” law
offers protection against theft of com-
puter technology and, on a broader
basis, against misappropriation of
other valuable ideas and items that
are useful to a company’s business.

A “trade secret” is a formula, pat-
tern, device, or information that is
used in the operation of a business
and provides the business an advan-
tage or an opportunity to obtain an
advantage over those who do not
know or use it.2! A trade secret in-
cludes scientific, technical, or com-
mercial information such as designs,
processes, procedures, or supplier or
customer lists. In order to remain a
trade secret, the owner must take
measures to prevent the trade secret
from becoming available to individu-
als other than those expressly se-
lected by the owner to have access.
Under the law, the trade secret owner
is protected against disclosure or
unauthorized use of the secret by
those to whom it has been confided
under a restriction of nondisclosure
or use when knowledge is gained, not
through the intention of the owner,

To qualify as a
trade secret, it is not
necessary that only
one or two people
know the information;
a wide circle may
know if appropriate
safeguards
are taken.

but through some impraper means
such as theft or wiretapping.

To qualify as a trade secret, it is
not necessary that only one or two
people know the information. Rather,
a wide circle of individuals may know
the secret if the owner has taken
appropriate safeguards to restrict
overall access. For example, a soft-
ware developer may reveal the pro-
gram code to its employees im order
to debug, modify, or enhance the pro-
gram, without the element of secrecy
being lost. Similarly, the developer
may license the use of the software
to its customers without losing trade
secret protection if reasonable pre-
cautions are taken to keep the infor-
mation confidential.

The steps a firm must take to safe-
guard the secrecy of information and
prevent it from falling into the pub-
lic domain may vary according to the
nature of the information and the
person given access to the informa-
tion. With computer technology, a
company is advised to have a writ-
ten agreement with each employee
and outside contractors making clear
that the company regards its tech-
nology as proprietary; that the com-
pany retains all ownership rights;
and that all information, data, flow
charts and diagrams, software source
and object code and documentation,
and ideas, concepts, inventions, and
know-how are to be held in confi-
dence and not be disclosed to any
outside party without the express
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written consent of the company. In-
clusion of noncompete covenants in
contracts with employees and inde-
pendent contractors may further
safeguard the company’s trade se-
crets and competitive position.2

With regard to computer software
and other technology offered to cus-
tomers, a company should use com-
prehensive license agreements as-
serting trade secret protection and
requiring customers to acknowledge
the technology’s proprietary nature
and agree to appropriate confidenti-
ality and nondisclosure restrictions.?
No trade secrets should be released
to prospective or actual customers
without first obtaining a signed li-
cense agreement; to do so runs the
risk of the information losing trade
secret protection and falling into the
public domain.

The typical software license agree-
ment will include restrictions by
which the user agrees not to copy the
program or disclose it to third par-
ties without the consent of the devel-
oper. Sometimes an exception is
made for archival copies for backup
purposes; in other instances, the user
may be permitted to make a limited
number of copies for use on multiple
computers at the same site, either
with or without an additional fee.

Wrongful disclosure or use of a trade
secret may be enforced in court against
anyone who has a duty to maintain
secrecy. Therefore, a software vendor
could sue a customer who violates a
software license by making unautho-
rized copies or disclosures to outside
parties. Similarly, a software developer
could sue a former employee or con-
tractor who has disclosed or marketed
the same or similar program in viola-
tion of their confidential relationship
or contract. In some cases, the devel-
oper might also have a right of action
against a third party recipient if that
person knew that the program was a
secret and that disclosure was a viola-
tion of the disclosing party’s relation-
ship or contact with the developer.

Trademarks

A third major area of law affecting
computer technology is the law of
trademarks. A trademark protects the
name and logo of a company’s goods
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and services and distinguishes them
from competing products or services
sold by others. Thus, a computer
manufacturer seeking a name for a
new line of personal computers might
decide to sell them under the name
“PRUNE.” (This might be a particu-
larly apt name if the company has a
Danish subsidiary) A logo then could
be adopted to go with the name and
an advertising campaign developed.

If a computer company is selling
its product or services only in Florida,
the company may register the trade-
mark with the Department of State.
The initial term of registration is 10
years, and it may be renewed every
10 years thereafter if still in use. By
registering the mark, the owner can
prevent others from using the same
or a confusingly similar trademark
for a similar product or service in
Florida.?*

If the goods or services are pro-
vided in more than one state, the
trademark may be registered in the
U.S. Patent and Trademark Office
(PTO) in Washington.? A federal
trademark is good for 10 years and
may be renewed as long as continu-
ally in use. A federal trademark gives
the owner the exclusive right to use
the trademark throughout the
United States, and to prevent others
from doing so by suing in either fed-
eral or state court.

Before attempting to register a
trademark, a search of the records of
the PTO to determine whether there
have been any previous filings or reg-
istrations of this or any similar name
is advisable. Often such a search
includes all state trademark offices,
and various publications such as
trade directories, in order to reduce
the likelihood that the trademark
has been previously used or regis-
tered. This search can be done rela-
tively inexpensively through com-
mercial services with extensive
databases.

Once the trademark is registered,
either at the state or federal level,
the registrant can bring suit against
infringement,? which is the unautho-
rized use of the trademark in connec-
tion with any product, service, or
advertisement that is likely to cause
confusion, mistake, or deception.

In a case of infringement, the court
can order the infringer immediately
to cease unauthorized use of the
mark. The court also can order all in-
fringing products destroyed and
award money damages to the trade-
mark owner. In determining the
amount of damages, the court may
require the infringer to pay to the
trademark owner all profits derived
from the wrongful use, plus the cost
of suit.”

Patents

A fourth method of protecting com-
puter technology is through the law
of patents. A patent is a grant by the
federal government to an inventor
giving him or her the right to exclude
all others from making, using, sell-
ing, or offering to sell the invention
throughout the United States, its ter-
ritories, and possessions.” Patents
are granted by the government act-
ing through the Patent and Trade-
mark Office.

A patent may be issued to anyone
who invents or discovers a new and
useful process, machine, manufacture,
or composition of matter, or any new
and useful improvement of thesé
items. A mere idea or suggestion is not
eligible for a patent.nor are methods
of doing husiness or printed matter.
These items, however, may be eligible
for trade secret protection, which can
be significant though not necessarily
as valuable as patent protection.

Discoveries of the laws of nature
also are not patentable. Thus the

mathematical equations that de-
scribe Newton’s laws of motion could
not be patented, but a motor vehicle
that necessarily follows those laws
as an essential element of its func-
tioning may well be patentable.

Similarly, mathematical algo-
rithms used in computer programs
are not themselves patentable since
they are essentially laws of nature.
However, the U.S. Supreme Court
has ruled that the utilization of these
algorithms in an original and useful
computer program may rise to the
level of invention sufficient to sup-
port the grant of a patent to the de-
veloper of the program.?®

To be patentable, an invention
must be novel. If the invention has
been patented or described in a
printed publication anywhere in the
world, or been in public use or on sale
in this country before the applicant
made his or her invention, a patent
may not be granted. Also, if the in-
vention has been patented or de-
scribed in a printed publication any-
where, or been in use or on sale in
this country more than one year be-
fore the date of filing of the applica-
tion, a patent cannot be granted.*
This is true whether the publication,
use, or sale was by the inventor or
another person.

In addition, even if an “exact” ver-
sion of the particular invention has
not previously been patented or de-
scribed, a similar version may not be
patented if it is essentially just an
“improvement” of the existing inven-
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Or, if you elect not to have the surgery, the insurance company offers
six days and seven nights in Barbados.
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tion such that it would be obvious to
a person having “ordinary skill in the
art.” Thus, an updated or enhanced
computer program that simply ma-
nipulates more calculations, handles
more accounts, or carries more items
of inventory would probably be con-
sidered an “obvious” improvement to
a competent computer programmer
ordinarily skilled in the art of writ-
ing computer software, and therefore
would not be patentable.

The term of a patent extends from
date of issuance by the Patent and
Trademark Office and continues for
20 years from the date of filing.2 A
patent grants the inventor the right
to exclude others from making, us-
ing, selling, or offering to sell the
patented invention during its term.
The patent does not, however, by it-
self grant the inventor the right to
make, use, or sell the invention.
Thus, a software developer with a
valid patent is not automatically free
to practice his or her invention: for
example, if the program necessarily
incorporates the patent of an earlier
developer, the patentee would not be
able to make, use, or sell the program
unless a license is first obtained from
that patent owner. If such a license
is not obtained, the patentee would
be deemed to be infringing on the
rights of the prior patentee.

Anyone who makes, uses, sells, or
offers to sell a patented invention
without the authority of the patent
owner is an infringer.3 Unlike trade
secrets, a patent can be enforced
against an independent developer of
the same invention. Thus, a person
who develops an invention without
knowing of a previous patent still
infringes on the patent and can be
sued by the patent owner.

In trade secret law, by contrast, it
must be shown that the invention was
actually obtained through wrongful
disclosure of the trade secret. Thus if
an individual independently develops
a software system functionally equiva-
lent to another’s unpatented system,
that person will not be liable for in-
fringement or trade secret misappro-
priation if he or she had no access to
the original program.

Patents may be enforced in federal
court through injunctions and

awards of money damages.* The pat-
ented articles must be marked with
the word “patent” and the number of
the patent in order to give notice to
would-be infringers.*® Damages may
not be recovered from the infringer
unless the infringer was duly noti-
fied and continued to infringe after
receiving the notice. The marking of
an item as patented when it is not in
fact patented is against the law and
subjects the violator to a penalty.?

Summary

Taken together, the methods dis-
cussed above offer a fair degree of
legal protection for proprietary com-
puter software and other innovative
technology. The law in this area is con-
tinually evolving as lawyers, judges,
and legislators seek to.keep up with
rapid developments in computer tech-
nology and cyberspace. These develop-
ments require all those involved in the
field to remain alert to changes in the
law and the need to accommodate in-
novation while protecting the rights of
individuals in our society. The law of
computer technology and cyberspace
thus promises to be a swiftly changing
and dynamically growing axga in the
years ahead. O .
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